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This article describes a system to protect the glibc heap by making modifications to the chunk structure and
management functions.

Development Context

Dynamic memory management

Technology Context
C, glibc, GCC, dimalloc

Attacks

Attacker executes arbitrary code on machine with permissions of compromised process or changes the
behavior of the program.

Risk

Standard C dynamic memory management functionssuchasmal | oc() ,cal l oc() ,real |l oc() ,and
free() [ISO/IEC 99] are proneto programmer mistakes that can lead to vulnerabilities resulting from
buffer overflow in the heap, writing to already freed memory, and freeing the same memory multiple times
(e.g., double-free vulnerabilities).

Description

Rabertson and colleagues devised a system to protect the gl i bc heap by making modifications to the chunk
structure and management functions [Robertson 03].

Figure 1. Modified memory chunk structure

1. struct nalloc_chunk {

2 | NTERNAL_SI ZE_T nmgi c;

3 I NTERNAL_SI ZE T _ padoO;

4, | NTERNAL_SI ZE_T prev_si ze;
5. I NTERNAL_SI ZE T si ze;

6 struct mall oc_chunk *bk;

7 struct malloc_chunk *fd;

8

: }
This heap integrity scheme prepends a canary and padding field to the chunk structure as shown in Figure 1.
The canary contains a checksum of the chunk header seeded with arandom value. The global checksum seed

valueisstoredinthe __heap_nwagi ¢ st ati ¢ variable. Thisvariableisinitialized during process startup
with arandom value, which is then protected against further writes by npr ot ect () .*
The heap protection system also augments the heap management functions with code to manage and check

each chunk’s canary. The canary in anewly alocated chunk isinitialized to a checksum that includesits
memory location and size fields and is seeded with the global value of __heap_rnagi ¢. When a chunk

1. http://buildsecurityin.us-cert.gov/bsi/about_us/authors/268-BSI.html (Plakosh, Daniel)
16. The mprotect function modifies the access protection of a mapped file region or anonymous memory region created by the
nmap() function.
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isreturned by acall tof r ee() , the chunk’s canary is checked against the checksum cal culated when the
chunk was allocated. If the checksums do not match, an exception is raised and the processis aborted.
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